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In This Issue

In this fifth issue of the McGraw
Wentworth Benefit Advisor for
2009, we review the recently
passed changes to HIPAA’s Pri-
vacy and Security Rules. The
changes to these rules will re-
quire employers to revisit their
privacy and security compli-
ance steps. Employers may
need to make several amend-
ments to their policies and pro-
cedures.

It will be important to review
your current compliance steps
thoroughly as the new rules also
substantially increase the pen-
alties for non-compliance.

We welcome your comments and
suggestions regarding this issue
of our technical bulletin. For
more information on this Ben-
efit Advisor, please contact your
Account Manager or visit the
McGraw Wentworth web site at
www.mcgrawwentworth.com.

The American Recovery and Reinvest-
ment Act of 2009 (ARRA) does not just
pertain to COBRA, it also makes major
investments in health information tech-
nology. ARRAs Health Information
Technology for Economic and Clinical
Health Act (HITECH Act) funds the move
to electronic medical records. Many
believe that electronic medical records
will significantly decrease the cost and
increase the qual-
ity of health care
in the United
States.

Many health care
providers ques-
tion this move to
electronic health
records. They are
very concerned
with not only the
business expense of changing their
record management systems but also
the security of health information. The
security issue is significant and the
government understands the need to
develop security protocols to keep this
data confidential.

Lawmakers tackled medical informa-
tion security under HIPAA's Privacy and
Security Rules. Because the consensus
was the existing HIPAA rules do not do
enough to protect medical informa-
tion, they decided to include amend-
ments to the HIPAA Privacy and Secu-
rity Rules in ARRA. These new amend-
ments require covered entities to take
stronger action to secure protected
health information.

“Latest Guidance on HIPAA
and Security Rules”

May 2009

In this Benefit Advisor, we:

e QOverview the basics for HIPAA
Privacy and Security Rules

e Discuss the following HITECH
changes:

> Business Associate Require-
ments

> Breach of
Data Require-
ments

> General
Updates to
Privacy and
Security Rules

> Personal
Health Record
Additions

> Stricter

Enforcement and
Stronger Penalties for
Violations

e Offer Action Steps to Comply
with HIPAA Changes

The new HITECH Act strongly secures
the confidentiality of protected
health information. Employers do
have some time to update their pri-
vacy and security policies and proce-
dures. Most of the changes do not
become effective until February 17,
2010.

Continued on Page 2
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Overview of the Basics
for HIPAA Privacy and
Security Rules

The HIPAA Privacy Rules became ef-
fective for most group health plans
on April 14, 2004. The Security

Most organizations offer medical
flexible spending accounts. The law
treats these accounts the same as
self-funded medical plans. Thus
these employers need to take the
steps necessary for self-funded plans
to comply with Privacy Rules. The

Distributed a privacy notice
stating all of the plan’s
intended PHI disclosures and

Signed a plan sponsor certifi-
cation. This simple statement
to the group health plan

Rules became effective on April 21, health plan should verifios the
2006. .

have: organization
Initially, the Privacy and Security | . ppiointeda ?}TS arlnended
Rules applied only to the following privacy doilf n?élnt nd
entities: officer. will use PHI

. i only for plan
e Health care providers who De51gna}ted a d A tp "

. . complaint aaministrative
conduct certain transactions functions. If
electronically. contact, a .

process for your pla1.1 1s
e Health care information filing com- insured, it is

likely your insurance carrier
provides this form. If your

plan is self-funded, your TPA
probably provides this form.

clearinghouses (organizations
that take health data in one
format, re-format it, and send
it to other organizations).
These organizations would
include PPO networks and

plaints, and a procedure to
investigate and respond to
complaints.

¢ Executed contracts with the

plan’s business associates. * Implemented physical safe-

s . guards:
billing services for health care * Developed a process to handle .
providers. the following rights of indi- > Review all the areas where
viduals: PHI is actually stored.

e Employer group health plans
and health insurance carriers. > Right to see and copy PHI

> Right to amend PHI

> Right to be informed of
PHI disclosures > Review all areas where PHI
is received, including fax

Are these locations
safeguarded and is access
limited only to your
Privacy Rules safeguard specific cer- “workforce members”?
tain health information. Protected

health information (PHI) is “indi-

vidually identifiable health informa- > Right to confidential machine areas and mail
tion that is created, received, stored communications

. ’ " rooms. Are these areas
or transmitted by a covered entity > Right to restrict the use secured and is access
and relates to the past, present, or of PHI reasonably limited to
future, physical or mental health of . KE bers?
the individual or information relat- * Established procedures to WOTKIOTCE memmbers:

protect PHI that explain how * Addressed electronic safe-

ing to the provision of care or pay-
ment for that care.” The Privacy
Rules require group health plans to
use PHI only for plan administra-
tion and other permitted activities. e C(Created a firewall document

In addition, companies need to con- naming the people or depart-
sider how the health plan uses PHI. ments allowed access to PHI to
Compliance steps varied depending perform plan functions and to
on whether the plan is fully insured administer the health plan.

or self-funded.

the plan will use and disclose
PHI as a part of plan adminis-
tration.

guards:

> Review all the areas in
your organization that
keep PHI on an electronic
system.

> Ask your IT department
how your electronic
information is safe-

e Amended plan documents to guarded.

explain how the plan will

comply with the Privacy Rule

and how the plan will use and

disclose PHI.

Continued on Page 3




> Verify only your
workforce has access to
electronic PHI.

e Developed a training program
and adopt a training process.
Training must be documented
for all workforce members.

While your organization may have
taken appropriate steps to comply
with HIPAA Privacy Rules, you may
now need to amend some of your
HIPAA policies to comply with the
HITECH Act.

The Security Rules apply to pro-
tected health information stored or
transmitted electronically. Under
the Security Rules employers need
to meet the eighteen standards
listed below to protect that infor-
mation. The standards are divided
into three separate sections:

Administration Safeguard
Standards

1. Security management process
2. Security responsibility

3. Workforce security
4

. Information access manage-
ment

5. Security awareness and
training

Security incident procedures
Contingency plan

Evaluation

O 00 N O

Business associate contracts
and other arrangements

Physical Safeguard Standards

10. Facility access controls
11. Workstation use

12. Workstation security

13. Device and media controls

Technical Safeguard Standards

14. Access controls

15. Audit controls

16. Integrity

17. Person or entity verification

18. Transmission security

Covered entities needed to meet each
of these standards in order to fully
comply with the Security Rule. If
your organization met these stan-
dards, it satisfied the overall goals
of the Security Rule. The overall
goals of the Rules required covered
entities to:

¢ (reate reasonable and appro-
priate safequards to protect
the confidentiality, availability
and integrity of electronic
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Rules. These organizations may wish
to revisit their processes for com-
plying with the Security Rules given
the HITECH Act changes.

The overall goal of the Privacy and
Security Rules is to protect the
health information a covered entity
has in its possession and to make
sure the information is not improp-
erly disclosed or improperly used.
For example, organizations should
never use health information for em-
ployment related decisions.

Business Associate
Requirements

These regulations recognized that
health plans sometimes hire busi-
ness associates to administer the
group health plan. Business associ-

macy benefit

protected ates may include
health your third party
informa- . administrator,
tion. \n your PPO net-

o Take actions \}g/ me; work, your phar-
to protect nd
against USe (
threats to 5¢'
data pa‘«"
security,

such as viruses, worms and
malicious code.

e Adopt safequards to protect
against unauthorized use or
disclosure of electronically
protected health information.

¢ Take administrative steps to
ensure the workforce complies,
such as training and reminders
about security provisions.

Complying with the Security Rule
was quite challenging for group
health plans. It required Human
Resources and Information Technol-
ogy areas to work together to meet
the requirements. For that reason
many organizations took minimal
steps to comply with the Security

. manager and so
on. The business
associate con-
tract must pro-
vide satisfactory

assurances that the business associ-
ate will protect PHI and EPHI. The
responsibility of the business asso-
ciate has increased significantly un-
der the HITECH Act.

The initial Privacy and Security Rules
simply required business associates
to provide satisfactory assurances
that they are protecting PHI and
EPHI. The government had no legal
right to penalize business associates
if they did not comply. In addition,
covered entities were not required

Continued on Page 4
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to monitor the administrative prac-
tices of the business associates.
However, if the covered entity knew
that the business associate violated
the rules, the covered entity was re-
quired to take action.

The HITECH Act significantly changes
the business associate’s responsibili-
ties. Under the HITECH Act, the
HIPAA Privacy and Security Rules
will apply directly to business as-
sociates. This would include poten-
tial penalties for violating the Pri-
vacy and Security Rules.

This change may not significantly
affect covered entities themselves.
However, they will need to update
their business associate agreements
to reflect the business associate’s ad-
ditional responsibilities. Business
associates will need to revisit their
procedures. The government is ex-
pected to release more information
over the next year to help business
associates comply with the new
HITECH provisions.

Breach of Data
Requirements

The initial Privacy and Security Rules
did regulate improper disclosures of
PHI and EPHI. Covered entities had
to mitigate any harm the breach
caused, investigate the situation and
possibly change their procedures to
avoid any future breaches. They
were not required to notify indi-
viduals of such a breach. Critics
have long felt that these measures
were not strong enough.

The new provisions under the HITECH
Act significantly changes how
breaches and misuses of PHI/EPHI
will be handled. The Act provides
very stringent actions a covered
entity or a business associate must
take if there is a breach related to
unsecured PHI. Unsecured PHI is de-
fined by the HITECH Act as PHI that

is not secured through the use of
technology or a methodology set
forth by the Secretary of the De-
partment of Health and Human Ser-
vices (DHHS). A breach is defined
as the unauthorized acquisition, ac-
cess, use or disclosure of PHI that
compromises the security or privacy
of this information. This definition
is very specific and would exclude
unauthorized disclosures that are in-
advertent or unintentional. More
guidance is expected over the next
year to define what the DDHS will
determine to be secured technolo-
gies or methodologies for protect-
ing PHI and
EPHI.

If the breach is
made of unse-
cured PHI or ||
EPHI, or if the
covered entity
reasonably be-
lieves a breach
has occurred,
the covered entity must notify the
individual impacted by the breach
within 60 days of the discovery of
the breach of PHI or EPHI. The no-
tification to the individual does not
have to be done if it would impede
a criminal investigation or harm na-
tional security. If a business asso-
ciates experiences a breach of PHI
or EPHI, the business associate is re-
quired to notify the covered entity
of the breach in security.

Not only do covered entities need
to notify the individuals affected,
they also need to notify the Secre-
tary of the Department of Health
and Human Services (DHHS) of a
breach of unsecured PHI or EPHI. The
good news is that if the breach af-
fects fewer than 500 people, the
covered entity can keep a log of
breach incidents and notify the Sec-
retary of the DHHS once a year. If
the breach affects more than 500
people, the covered entity must no-
tify the Secretary of DHHS and the

local media immediately. The DHHS
will then post a list of the covered
entities involved in these breaches.

More specific information on han-
dling breaches will soon be pub-
lished. However, all covered enti-
ties will need to take certain steps
to comply with these changes.
First, they will need to amend their
HIPAA privacy and security policies
and procedures to define a breach
of unsecured PHI. Second, they will
need to amend the details in their
policies and procedures on handling
these breaches. Finally, they will
need to watch for
additional guid-
ance on handling
breaches affecting
more than 500
people.

These new breach
requirements will
force covered enti-
ties to disclose
breach incidents to the people af-
fected. If the breach affects a sig-
nificant number of people, the re-
porting to the DHHS and the local
media will put breaches in the pub-
lic spotlight. This potential for
negative publicity may compel em-
ployers to revisit their privacy and
security policies and perhaps take
stronger steps to secure PHI and
EPHI more carefully.

Continued on Page 5




General Updates to Privacy
and Security Rules

The HIPAA Privacy Rules contain a
number of individual rights relat-
ing to PHI, such as the right to see
and copy PHI records, the right to
amend PHI, the right to request re-
strictions when using PHI and so
on.

ARRA has expanded these individual
rights in a number of ways, includ-
ing:

¢ Individuals can ask to receive
their PHI electronically if the
covered entity maintains
electronic health records.

* The right to request restric-
tions on the use of PHI has
been expanded. Covered
entities cannot
disclose PHI to
health plans
when the
individual has
fully paid for
the services out
of pocket and
does not intend | p
to ask the 4
health plan to
pay for those
services.

e The HITECH Act expands the
situations when a covered
entity must account for
disclosing PHI. Initially,
covered entities had to
maintain accounting of certain
disclosures for six years. (An
example of an accountable
reason for disclosing informa-
tion might be if PHI was
requested as part of a court
order.) The HITECH Act
expands the situations when a
covered entity must account
for a disclosure. The covered
entity must account for any
PHI disclosures made by the
covered entity or a business

associate associated with
treatment, payment and health
care operations during the
previous three years and only if
the disclosures were made
through an electronic health
record. Covered entities will
have more time to comply with
this requirement. The Act
stipulates that the government
must issue more guidance on
the information to be included
in this accounting. For
accountings related to elec-
tronic health records held by a
covered entity as of January 1,
2009, this accounting require-
ment will apply to disclosures
made on or after January 1,
2014. For electronic health
records held by a covered
entity after January 1, 2009,
the accounting rule will apply

to disclosures on
i | or after January
2011.

li  One of the more
interesting as-
pects of the ARRA
rules applies to
the Security Rules.
The provisions of
the original Secu-
rity Rules were
initially very non-
specific. The lack of specificity was
intentional. One reason for the lack
of specifics was the numerous strat-
egies covered entities could adopt
to comply with the rules. Another
reason noted was the changes in
technology occur so quickly, the
rules could not be technologically
specific because they would be
quickly outdated. The Secretary of
the Department of Health and Hu-
man Services will issue annual guid-
ance to discuss the most appropri-
ate technical safequards that cov-
ered entities can adopt to protect
EPHI. This annual guidance will
prompt covered entities to review
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their security protocols annually
and make updates when necessary.

Personal Health Record
Additions

While HIPAA rules apply only to cov-
ered entities, the HITECH Act applies
to business associates as well. It
also extends the HIPAA privacy and
security breach notification provi-
sions to vendors of personal health
records (PHRs) and any organiza-
tions associated with the PHR ven-
dors, for example, organizations
that sell products and services
through the PHR website. The requ-
lations also create a new term - un-
secured PHR identifiable health in-
formation. The new rules are not
limited to protecting PHI or EPHI.
Personal health record vendors are
compelled to protect identifiable
health information that is main-
tained in the health record.

Primarily, these vendors must now
meet the disclosure of breach re-
quirements. These organizations
must notify both the people the
breach of unsecured PHR identifi-
able health information affects and
the Federal Trade Commission (FTC).
The FTC will notify the Secretary of
the Department of Health and Hu-
man Services of a breach.

Continued on Page 6
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Stricter Enforcement and
Stronger Penalties for
Violations

The original HIPAA Privacy and Se-
curity Rules include fines and crimi-
nal penalties depending on the in-
tent of the potential violation. The
HITECH Act significantly increases
the penalties for violating these
rules. The changes include the fol-
lowing:

e The HITECH Act establishes four
new tiers of civil monetary
penalties. Initially, these fines
were $100 for each violation
capped at $25,000 for viola-
tions of the same requirement
within a calendar year. The act
increased the fines signifi-
cantly and these increased
penalties are effective immedi-
ately. (See table to the right.)

e The Act also expanded the
power of the Office of Civil
Rights (OCR) to investigate
potential HIPAA violations.
The OCR can refer a case to the
Justice Department for
criminal investigation. If the
Justice Department fails to
prosecute, the OCR can assess a
fine.

e The HITECH Act revisions
require a formal investigation
and fines for violations caused
by willful neglect. The
Secretary of the Department of
Health and Human Services
must issue regulations within
18 months after the bill passes
to explain how this investiga-
tion process will be handled.

¢ The Act authorizes any state
attorney general to sue anyone
violating HIPAA Rules in
federal district courts. Previ-
ously, these lawsuits were not
permitted. However, only the

Type of Violation Potential Penalty

If offenders did not know, and by
exercising reasonable diligence would not
have known that they violated the law.

If the violation was reasonable and not
caused by deliberate neglect, the fine is
higher.

If the violation was caused by deliberate
neglect, but was corrected, the fine
increases.

If the violation was caused by deliberate
neglect, and was not corrected, the fine is
even higher.

state attorney general can sue,
and the Act limits damages to

$100 for each violation capped
at $25,000.

e Finally the Government
Accounting Office (GAO) must
develop a process for allowing
harmed individuals to receive a
share of the fines assessed for
violations.
The Secre-
tary of
Health and
Human
Services has
three years
to pass
legislation
based on
the GAO recommendations.

-

The HITECH Act has significantly in-
creased the penalties for deliber-
ately violating or not following
HIPAA Privacy and Security Rules.
Employers should make sure they are
adequately protecting health infor-
mation. They now face not only sig-
nificantly increased fines, but also
potential bad publicity and possible
lawsuits.

$100 for each violation capped at $25,000
for all violations of an identical
requirement within the calendar year.
ARRA waives the fine if the violation is
corrected within 30 days.

$1,000 for each violation capped at
$100,000 for all violations of an identical
requirement within the calendar year.
ARRA waives the fine if the violation is
corrected within 30 days.

$10,000 for each violation capped at
$250,000 for all violations of an identical
requirement within the calendar year.

$50,000 for each violation capped at
$1,500,000 for all violations of an identical
requirement within the calendar year.

Action Steps to Comply with
HIPAA Changes

While employers have time to make
the changes the HITECH Act requires,
your organization should begin to
think through the areas that you
will need to review. For some of
the changes, you will need addi-
tional details to
fully comply.

Complying with
these new provi-
sions will be a
challenge. These
rules apply to
many organiza-
tions that use
health informa-
tion to provide and pay for health
care. You need to balance your
organization’s compliance actions
with the relative amount of PHI/EPHI
your organization uses or maintains.

Continued on Page 7
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To develop an action plan take the
following key steps:

Step 1: Look at all the HIPAA Pri-
vacy and Security materials your
organization has developed. Both
of the rules stress documenting
compliance steps. You need to find
these materials for two reasons.
First, the HITECH Act significantly
increases the penalties for not fol-
lowing the rules. Because of the
added liability, your organization
should review the action steps you
took to comply with the Privacy
and Security Rules in the past and
decide whether you need to revise
any of your compliance steps. Sec-
ond, the HITECH Act will require you
to modify a number of your com-
pliance plans to meet the new re-
quirements.

Step2: Identify all your current
business associates. You probably
identified business associates in the
past but you may have different
business associates now. Remem-
ber, a business associate is an orga-
nization that uses PHI or EPHI to
perform a function on behalf of your
group health plan. Business asso-
ciates may include your third party
administrator, your pharmacy ben-
efit manager, your benefits consult-
ant and so on. Once you identify
these associates, ask them to up-
date their business associate agree-
ments to reflect their additional re-
sponsibility under the HITECH Act.
While it is the group health plan’s
responsibility to execute business
associate contracts, in practice
most business associates create con-
tracts for group health plans to
sign. On December 1 follow up with
business associates that have not
updated the wording in their con-
tracts.

Step 3: Review your EPHI and PHI
breach policies and procedures. The
HITECH Act has created new defini-
tions of breach and unsecured PHI

or EPHI. Your organization will
need to add these new definitions.
Expect more government guidance
defining these concepts.

In addition, because you are a cov-
ered entity, you will need to dis-
close potential breaches to anyone
affected, the Department of Health
and Human Services, and potentially
the media. Besides adding this de-
tail to your policies, you should cre-
ate a procedure for handling poten-
tial breach situations to make sure
you notify all
the appropriate
parties.

Step 4: Update
your policies
and procedures.
Review the fol-
lowing areas:

* Requests for
access to an individual’s own
PHI. Make changes to allow
your organization to send PHI
or EPHI records electronically
if the information is in an
electronic health record.

* The right to request restrictions
on the use of PHI. If a plan
participant pays in full for a
service and does not intend to
ask the health plan to pay,
then the participant has the
right to ask covered entities
not to disclose this health
information. For the most part
this requirement will apply to
health care providers.

* Business associates using
electronic health records. If
your business associates uses
electronic health records, you
may want to include follow up
on the changes in the disclo-
sure rules that apply to
electronic medical records.
The government will need to
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issue additional guidance, so it
is too early to modify your
current procedures.

Step 5: Create an annual reminder
to review your Security Rule com-
pliance. The government will issue
guidance every year to address ap-
propriate compliance actions.

The HITECH Act made many changes
to the HIPAA Privacy and Security
Rules. Your organization will need
more government guidance to de-
termine the steps
necessary to com-
ply with these
changes. Because
penalties for vio-
lating these rules
can be signifi-
cant, you'll need
to review your
compliance steps
carefully. You
must adequately protect PHI and
EPHI. If your initial compliance
steps do not fully protect PHI, you
should modify your policies and pro-
cedures to strengthen your posi-
tion.

McGraw Wentworth will keep you
posted on any further developments
on the HITECH Act. Please contact
your McGraw Wentworth Account
Manager with any questions. MW
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